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DESCRIPTION:

Vision-language models (VLMs) exhibit safety failures absent in text-only models: combining
image and text creates attack surfaces where harmful intent is split across modalities, and
safety alignment effective for text often fails to transfer to the multimodal setting. Current
approaches address this mainly through data-centric safety fine-tuning. VLGuard (Zong et
al., 2024), for instance, reports near-complete mitigation by fine-tuning on a curated safety
dataset. Such methods, however, only patch the harmful distributions present in their training
data, offering no guarantee of generalization to unseen attacks or novel image-text
combinations, and they treat safety as a behavioural input-output property without explaining
why a model complies or refuses, leaving failures observable only after the fact. This
doctoral research takes a complementary, mechanism-level approach. It will investigate the
internal representations behind cross-modal safety failures in VLMs and use that
understanding to develop detection and mitigation methods that generalize beyond a fixed
training distribution and remain robust across modalities and languages.

REQUIREMENTS:

e Solid background in deep learning and familiarity with transformer-based language
and vision-language models

e Programming proficiency in Python and the PyTorch / Hugging Face ecosystem

e Experience with, or willingness to learn, large-scale model training and evaluation on
HPC/GPU clusters

¢ Reading knowledge of the Al safety and multimodal learning literature

e Good command of written and spoken English

¢ Independence and motivation to pursue open-ended research
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