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Scope

The rapid development of research, technology and information tools for electronics,
communication and control systems, sensor networks and the processing of enormous data
sets has contributed to a real revolution in modern public and private transport management
and the development of effective strategies for road infrastructure and management systems
and the efficient use of existing infrastructure. The current Information and Communication
Technology systems (ICT) have significantly improved the transfer of accurate traffic data,
implementing control measures, and varying the level of uncertainty and randomness that
characterised conventionally, manually managed transport networks. Successful
implementation of Intelligent Transportation Systems (ITS) requires a good understanding of
both local and global traffic and mobility models [1], and the impact of related possible traffic
anomalies, such as the generation and propagation of shock waves, initiation of congestion,
etc [2], [3], [4].

Federated (deep) learning (FL) has become an emerging paradigm for collaborative learning
in large-scale distributed systems with a massive number of networked clients, such as
smartphones, connected vehicles or edge devices [5]. Compared to other distributed learning
approaches, federated learning allows the clients to train models without sharing raw data,
which achieves privacy-preserving machine learning in real application scenarios. This brings
great opportunities for deploying Al approaches in future intelligent traffic systems by means
of Lora WAN and other communication networks. FL follows an orchestration architecture



where its learning algorithms are embedded and executed in users’ devices while being able
to communicate and collaboratively train a model without exchanging any training data.

This PhD thesis aims to delve into the FL concepts to propose appropriate solutions for security
and trustworthy preserving traffic data mining. It will consider the main analysis tasks, such as
trajectory clustering, data mobility pattern mining and detection of anomalies. The proposed
model(s) will address the following research questions:

1. How to adapt the FL pipeline to traffic data?

2. Which analysis methods, preserving the confidentiality of traffic data and detecting the
possible anomalies in such data, are best suited to the architecture, and how to optimize or
adapt them?

3. How to automatically deploy an FL-based security preservation solution in a cloud
computing infrastructure?

All developed models and algorithms will be implemented and demonstrated over realistic
datasets obtained as a result of collaboration with WobCom company
(https://www.wobcom.de/).

Requested skills:
e MSc degree in computer sciences telecommunication or similar discipline,
e Backgrounds in machine learning,
e Advanced practical knowledge of Python/Java
e Experience in at least one ML tool (e.g. Tensorflow, PyTorch, scikit-learn)
e Advanced Level in English (speaking and writing).
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