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DESCRIPTION:

The dynamic  development  of  generative  artificial  intelligence  models  has  led  to  a  rapid
increase in both the number and quality of fully synthetic materials. Contemporary generative
systems make it possible to generate content with a high level of realism, correct semantics,
and increasingly greater structural coherence. As a result, distinguishing synthetic materials
from real ones is becoming increasingly difficult,  while trust  in digital  information may be
weakened  [1].  This  problem  is  further  intensified  by  the  rapid  evolution  of  successive
generations  of  models,  which may lead to the partial  obsolescence of  existing detection
methods and limit their effectiveness under real-world conditions [2].

A particularly important research gap remains the effective detection of synthetic deepfakes
while  maintaining the ability  to  generalize  to  data  that  differ  from the training set.  Many
current  methods  achieve  high  effectiveness  on  known  or  similar  data;  however,  their
performance  may  significantly  deteriorate  when  the  generator  [3],  visual  domain  [2],
compression level, resolution, or the method of material processing changes [4]. This means
that effectiveness obtained under controlled benchmark conditions does not always translate
into real-world usage scenarios, in which synthetic content originates from new models and
various distribution sources, and is subject to additional transformations [5]. For this reason,
it  becomes crucial  to  study deepfake detection  methods not  only  in  terms of  classifying
known examples, but above all in terms of robustness to data distribution shifts.

The dissertation should concern the development and evaluation of methods for detecting
synthetic  materials  generated by artificial  intelligence models.  The scope of  the research
should be framed broadly, so as not to limit the proposed approach to a single type of data, a
specific generator, or a selected application domain. Particular attention should be devoted to
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the ability to generalize, understood as maintaining effectiveness under conditions that differ
from the data used during training.

As part of the dissertation, it would be necessary to investigate which representations and
regions of the material  contain the information most useful  for distinguishing real content
from synthetic content.  It  would be important  to determine which properties of  generated
materials are most relevant from the perspective of detection and remain most stable when
the  generator,  domain,  and  data  quality  change  [2].  Such  an  approach  would  make  it
possible  to  distinguish  features  related  to  the  synthetic  generation  process  itself  from
incidental properties of a particular dataset or compression method [4].

One possible research direction is the analysis of frequency-domain features and low-level
signal properties. Generative models may leave subtle traces in the frequency distribution, in
the relationships between local structures, or in residuals [4]. In the case of older GAN-based
models, artifacts of this type were often more regular and easier to detect unambiguously.
However, contemporary diffusion models generate materials of significantly higher quality,
which means that frequency-domain traces may be weaker and less explicit than in the case
of  older  GAN-based models  [6].  At  the  same time,  it  should  be taken into  account  that
compression and further processing of the material may weaken some of the information
present in the spectrum, which is important when assessing the persistence of such features
under realistic operating conditions for detectors [4].

A second possible direction is the use of pre-trained models such as CLIP [7] or DINOv2 [8].
Models of this type learn representations from large and diverse datasets, and therefore may
provide more general information about the semantics, structure, texture, and relationships
present in the material. In the context of synthetic content detection, it would be important to
verify  whether  representations  derived  from  such  models  make  it  possible  to  separate
features  related  to  the  general  characteristics  of  the  material  from  artifacts  specific  to
particular  generators.  This  direction  may  be  especially  valuable  in  multi-domain
environments, where the detector should maintain its effectiveness despite changes in the
data source [2].

In the case of materials with a temporal dimension, the analysis of temporal information may
also be important. Real data are usually characterized by the natural continuity of changes,
motion  coherence,  and  the  stability  of  relationships  between  scene  elements.  Materials
generated by artificial intelligence, on the other hand, may contain subtle inconsistencies in
dynamics, structural instability, texture changes, or distortions that become visible only when
successive fragments of a sequence are analyzed [9].  For this reason, temporal features
may constitute an important source of information, particularly when individual frames appear
locally realistic.

Moreover, it is worth considering different representations of synthetic materials, since it is
currently difficult to identify a single type of feature that would ensure stable detection when
the generator, visual domain, and data quality change [2]. Therefore, relationships between
objects and the coherence of scene geometry [10], as well as features related to texture,
semantics, and the context of the material [11], [12], may be important. The analysis of such
relationships could make it possible to detect synthetic content even when local artifacts are
weakly visible or have been partially removed by compression and post-processing [4].

In summary, the dissertation should make a scientific contribution by determining which types
of  information and representations support  stable deepfake detection,  and by developing



methods that use these properties under realistic conditions. The results obtained in this way
could support the development of systems for analyzing the authenticity of digital content,
which are important for cybersecurity, content moderation, and the media.
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